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participant organisations. It provides guidance about the changes to their market systems under the National Gas or Electricity Rules
(Rules), as at the date of publication.

How to use this document

® |f you have questions about the business aspects of these changes, please see Consultations on AEMO’s website.
® The references listed throughout this document are primary resources and take precedence over this document.
®  Unless otherwise stated, you can find resources mentioned in this guide on AEMO's website.

® Textin this format is a link to related information. Some links require access to MarketNet.

® Text in this format, indicates a reference to a document on AEMO’s website.

®  Textin this format is an action to perform in the Markets Portal.

® This document is written in plain language for easy reading. Where there is a discrepancy between the Rules and information or a

term in this document, the Rules take precedence.
®  Glossary Terms are capitalised and have the meanings listed against them in the Glossary.

®  Rules Terms have the meaning listed against them in the National Gas Rules or National Electricity Rules (Rules).

Privacy and legal notices

The material in this publication may be used in accordance with the privacy and legal notices on AEMO’s website.

Trademark Notices

Microsoft, Windows and SQL Server are either registered trademarks or trademarks of Microsoft Corporation in the United States and/or
other countries.

Oracle and Java are registered trademarks of Oracle and/or its affiliates.
UNIX is a registered trademark of The Open Group in the US and other countries.

© 2015 Google Inc, used with permission. Google and the Google logo are registered trademarks of Google Inc.

Distribution

Available to the public.

Document Identification
Prepared by: AEMO Digital
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Version History

1.063-04 Initial creation

Documents made obsolete

The release of this document changes only the version of IDX - Industry Data Exchange Platform - July 2026.

Support Hub

To contact AEMO’s Support Hub use Contact Us on AEMO’s website or for urgent matters phone: 1300 AEMO 00 (1300 236 600.

© 2026 Australian Energy Market Operator Limited.
The material in this publication may be used in accordance with the copypﬁwﬁ@issions on AEMO'’s website.
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1 Introduction

1.1 Avudience

AEMO provides this information as a service targeting business analysts and IT staff in Registered
Participant companies.

1.2 Objective

The IDX - Industry Data Exchange Platform - July 2026 (Release) describes the projects planned by
AEMO from a participant perspective and includes any system related changes for participants.

1.3 Status
Version  Status
1.06 The IDX core platform and web applications are in pre-production. AEMO anticipates design updates to the

Markets Portal interfaces, access information, and API specification details

[
(9]

The IDX core platform and web applications are in pre-production. AEMO anticipates design updates to the
Markets Portal interfaces, access information, and API specification details

1.04%04

The IDX core platform and web applications are in pre-production. AEMO anticipates design updates to the
Markets Portal interfaces, access information, and API specification details includingauthentication
mechanisms-andrespenses

The IDX Platform design is now available for participants’ builds. AEMO anticipates design updates to the
Markets Portal interfaces, access information, and API specification details includingauthentication
mechanisms-angrespenses

The IDX Platform design is now available for participants’ builds. AEMO anticipates design updates to the
Markets Portal interfaces, access information, and API specification details including authentication
mechanisms and responses

1.01

The IDX Platform design is now available for participants’ builds. AEMO anticipates design updates to the
Markets Portal interfaces, access information, and API specification details including authentication
mechanisms and responses

The IDX Platform design is now available for participants’ builds. AEMO anticipates design updates to the
Markets Portal interfaces, access information, and API specification details including authentication
mechanisms and responses

The design is not ready for participants’ builds. AEMO anticipates design updates to the Markets Portal
interfaces, access information, and API specification details including authentication mechanisms and
responses

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bllC

[ Formatted Table




Public

Introduction

Version Status [ [ Formatted Table

0.01

d

Initial draft for review. The design is not ready for participants’ builds.
Presents the IDX - Industry Data Exchange Platform - July 2026 evolving design.

Please send feedback to Contact Us. In the Details of your enquiry section, mention the EAS Knowledge
Management team as the Resolver group.

1.4 Release dates

Functionality Pre-production Production

IDX core platform Tuesday 26 May 2026 Wednesday 19 August 2026
{¥BC) (TBC)

Transaction Log, Flow Control, and Participant Status web Monday 1 June 2026 Wednesday 19 August 2026

applications Be (TBC)

Event Notification APl and Outbound Archive web application Q3 2026 (TBC) Q3 2026 (TBC)

1.5 Projects and enhancements

See High-level changes.

1.6 Rule and procedure changes

The following rules and procedures take precedence over technical specifications and
guides.

n/a

1.7 Related technical specifications

Title Description

IDX — Basic Power Quality Data — July 2026 Basic Power Quality Data (BPQD) API and schema

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bIIC 2
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Title Description

IDX — AEMO Gateway Software — July 2026 Information about the AEMO Gateway Software. In
development

1.8 Related documents

Once published, these resources take precedence over this technical specification

These guides and resources are updated according to this technical specification and published for the
pre-production Release Date.

Title Description Status
Industry Data Exchange Describes the technical standards, protocols, and payloads for data Published
Platform Standard v0.3 exchange on the Industry Data Exchange (IDX) platform

Markets Portal Help Describes how to use the IDX web interfaces and APIs Published

1.9 Approval to change

Participants can provide input and feedback in the Market Interface Technology Enhancements
Working Group (MITEWG).

1.10 Market systems user group meetings

The Market Systems User Group (MSUG) is an industry user group established to discuss NEM
wholesale and retail IT systems releases. Its purpose is to facilitate the continuing improvement of
AEMO's IT systems by seeking feedback and collaboration from participants.

MSUG meetings are open to all interested parties, with invitations sent to all included on the
distribution list. If you have a technical question for a project and want to attend the MSUG ask your
company’s support team to include your email address in their AEMO Help Desk Bulletin (CRM)
distribution list.

1.11 Version numbers

AEMO releases new versions of this document as the technical requirements are
streamlined.

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bllC
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Incremental version numbers such as 1.01, 2.01 and so on mean there is a minor change to the
technical specification.

Major version numbers such as 1.00, 2.00 means there are substantial changes to the technical
specification. Participants must carefully review these changes, detailed below.

1.12 Changes in this version

This version has the following changes:

e Adds Events Notification API reference
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2 Proposed Timeline

The dates for the Market System User Group Meetings (MSUG) are tentative. We will provide an

invitation one week prior to the meeting.

Milestone Date Description
Approval required n/a See Approval to change
Revised Technical Specification May 2026 AEMO releases new versions of this document as the

technical requirements are streamlined. During the
project this document is the source of truth

From the production release, the technical
specification becomes final and the related
documents become the source of truth

Technical Specification Portal

Related Documents publication Tuesday 26 May 2026
85

Release of guides and resources mentioned in
Related on page 3

MSUG meeting 3 June 2026

Market Systems User Group Meeting (MSUG) to
review the technical specification and ask AEMO
technical SMEs questions

This date is tentative. The Knowledge Management
Team provides the invitation prior to the meeting

IDX core platform pre-production  Tuesday 26 May 2026

AEMO implements core IDX functionality to pre-

release {TBC) production for participant testing
AEMO has full access to the system during this
period
Participant access is not restricted; however, the
data content or system availability is not guaranteed
Transaction Log, Flow Control, Monday 1 June 2026 AEMO implements core Transaction Log, Flow
and Participant Status web fas:Tall Control, and Participant Status web applications to
applications pre-production pre-production for participant testing
release

AEMO has full access to the system during this
period

Participant access is not restricted; however, the
data content or system availability is not guaranteed

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bllC
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Milestone Date

Description

Event Notification APl and
Outbound Archive web
application pre-production
release

Q3 2026 (TBC)

AEMO implements the Event Notification
(WebSockets) APl and Archive web interface to pre-
production for participant testing

AEMO has full access to the system during this
period

Participant access is not restricted; however, the
data content or system availability is not guaranteed

Coordinated industry test
2026 (TBC)

25 May 2026 - 15 June

AEMO coordinated testing with participants

IDX core platform and web

applications production release 2026 (TBC)

Wednesday 19 August

AEMO implements core IDX functionality and web
applications to production

Event Notification APl and
Outbound Archive web interface
production release

Q3 2026 (TBC)

AEMO implements the Event Notification
(WebSockets) APl and Archive web interface to
production

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026

Public



Public

Participant Impact

3 Participant Impact

3.1 IDX web application

New IDX web applications in Markets Portal to monitor, troubleshoot, and manage B2B and B2M data
exchanges.

Interface Description

Transaction Log Viewing and managing transactions

Outbound Archive Searching, viewing, and retrieving archived outbound messages

Flow Control Monitoring and managing message flows for B2B and B2M business functions and
resources

Participant Status Displays participants’ current operational message flow status of all business functions

and resources

3.2 IDX APIs

IDX platform APIs to manage and support message data exchange:

e Flow Control APIl: Monitors and manages message queue thresholds and participant
flow-control states.

e Business Function Information API: Provides the catalogue and metadata for IDX Business
Functions and their resources.

e Transaction Log API: Supplies detailed logs and statuses for messages and B2B transactions.

e Archive API: Retrieves archived outbound payloads and metadata according to business
function retention.

e Event Notification APl: A WebSocket API for establishing a connection to send event
notifications between AEMO and Participant systems

Business Function APIs perform the market or business data exchange. The Power Quality Data (PQD)
APl is the first Business Function API available on IDX. It supports the B2B exchange of Basic Power
Quality Data (BPQD). See Industry Data Exchange - Basic Power Quality Data - June 2026.

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bllC
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3.3 AEMO gateway software

AEMO Gateway Software can be installed in your environment. It provides a participant gateway to
support communications to and from AEMO for the Industry Data Exchange (IDX). It also merges
Participant Batcher (B2B file exchange) and pdrBatcher (Wholesale Data Interchange replication)
functionalities. See IDX - AEMO Gateway software - June 2026.

3.4 TLS cerlificate management

TLS Certificate Management is used by participants to manage their TLS certificates for both MTLS
connectivity and non-repudiation in IDX. The change enables assigning 2 TLS certificates as primary and
secondary for non-repudiation. See Non-Repudiation Management.

3.5 IDX hub signing certificates

Download and use the following server, root and CA certificates to trust the AEMO certificate authority
on your systems.

Description Download link
AEMO IDX Hub pre-production signing certificate IDX-HUB-NonProd
AEMO IDX Hub production signing certificate IDX-HUB-Prod

3.6 Access

Participant administrators have new User Rights Management (URM) entities for managing their
Participant User access to PQD and IDX APIs and Markets Portal interfaces.

Entity Description Type

PQD_BPQD B2B Basic Power Quality Data Interactive

ARCH_RETRIEVE IDX Archive Retrieval - ARCH_RETRIEVE - List and retrieve archived IDX Interactive
payloads

EVENT_NOTIFY IDX Event Notification - EVENT_NOTIFY - Establish a WebSocket Interactive

connection for IDX events

FCTRL_FCTRL IDX Flow Control - FCTRL_FCTRL - For IDX flow control information Interactive
across business functions

FCTRL_STATUS IDX Other Participant Status - FCTRL_STATUS - Flow control breaches for  Interactive
other participants

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bllC 8
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Entity Description Type

TRANSLOG_TRANSLOG IDX Transaction Log - TRANSLOG_TRANSLOG - For IDX message and Interactive
transaction log information

3.6.1 Machine-to-machine access

For machine-to-machine access to PQD and IDX APlIs, participants must create dedicated URM
accounts. These accounts must only be assigned the required IDX entities relevant to the APl usage and
not used for accessing IDX services via Markets Portal interfaces.

3.6.2 Markets portal interface access

For access to IDX user interfaces in the Markets Portal, participants can use existing user accounts or
create new user accounts. Your Participant Administrator manages access to the interfaces by
assigning the following entities in the Markets Portal menu Administration > Maintain Rights. For help,
see User Rights Management in Markets Portal Help.

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bllC 9
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4 Industry Data Exchange
AEMO introduces Industry Data Exchange (IDX), a data exchange platform providing unified data
exchange standards between AEMO and participants across the NEM, WEM, and Gas markets.

IDX release 1 provides IDX core functionality supporting Basic Power Quality Data (BPQD). This
includes:

e An integration layer for handling message routing and integration, including an APl Gateway for
secure APl management for inbound and outbound traffic.

e Support for multiple data exchange patterns and operational controls, including:
— Asynchronous communication using message queues.
— Real-time event notifications delivered using the WebSocket communication protocol.
— Flow control capabilities for message sequencing, throttling, and queue management.

— Transaction logging to track all messages for auditing and troubleshooting.

e Security and access controls:
— AEMO Gateway Software: Installed by participants for secure connectivity.
— OAuth-based access controls: For authentication and authorisation.

— TLS certificates: Primary and secondary certificates for mTLS authentication and non-
repudiation.

— Digital signatures: For payload integrity and non-repudiation for business function
messages.

e Support for Business Functions, each with its own schema, schema versioning, and API. The first
Business Function on IDX is Power Quality Data (PQD). See Industry Data Exchange - Basic
Power Quality Data - June 2026.

The subsequent IDX release 2 will be the IDX platform pilot release. For more details about the IDX
platform, see the Industry Data Exchange Platform Standard v0.2.

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bllC 10
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4.1 High-level changes
This Release introduces core IDX functionality and is demonstrated with the Basic Power Quality
(BPQD) Business Function Resource.
Function Description Reference
APIs Detailed specifications and context for APl development APIs
Markets Portal IDX interfaces in the Markets Portal IDX Web Interfaces
AEMO Gateway Software Software to enable interaction with the Industry Data AEMO Gateway Software
Exchange
TLS Certificate Dual TLS Certificate support for non-repudiation TLS Certificate
Management Management
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5 APIs

The Industry Data Exchange (IDX) Hub includes APIs to manage and support the message exchange
lifecycle. This includes flow control, transaction visibility, business function and resource metadata, and
message management. They are applicable across B2B and B2M business functions and resources.

A business function API, for example the Power Quality Data (PQD) API, performs the data exchange
for a Business Function and Business Function Resources. It represents a transaction group with its own
schema, versioning, and endpoints. For information about the PQD API, see Industry Data Exchange -
Basic Power Quality Data - June 2026.

5.1 OAuth 2.0 authentication

Industry Data Exchange (IDX) APIs use OAuth 2.0 tokens to authenticate and authorise participant
systems. An OAuth 2.0 access token is required for all IDX Platform APls and Business Function APIs. It
represents:

e Aregistered OAuth client
e A specific URM account
e The Participant ID(s) and permissions assigned to the URM account

All IDX APIs are OAuth 2.0 enabled and are accessed through the AEMO API Gateway on MarketNet.

5.1.1 OAuth API

See the OAuth OpenAPI specification.

5.1.2 OAuth client

To access the IDX APls, participants must create a Participant user account in User Rights Management
(URM) and assign the required IDX entities. The URM account represents the OAuth client.

The URM account credentials (username and password) are used to authenticate when requesting an
OAuth 2.0 access token from the OAuth 2.0 token endpoint. Specifically:

e The username is used as the client_id.
e The password is used as the client_secret.
e Tokens are obtained using the OAuth 2.0 client_credentials grant type.

e Authorisation is enforced using OAuth scopes.
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OAuth scopes

An OAuth scope defines what a participant is allowed to access when calling IDX APIs. Each scope
represents a URM entity, a Participant ID, and permissions Create, Read, Update, and Delete (CRUD).
Scopes determine which APIs and HTTP methods an OAuth access token can be used with. Only entities
and permissions allocated to the user can be included in an OAuth scope.

When requesting an access token, participants can optionally include the scope parameter. If provided,
the token is limited to the specified scopes only, resulting in a smaller, more efficient token and
reduced security risk. If no scope is provided, the token includes all the scopes associated to the
client_id.

AEMO recommends to only request scoped tokens and include only the scopes required in the token
request.

Multiple participant IDs

For a URM account associated with multiple Participant IDs, all matching scopes across all Participant
IDs are returned. You cannot request a token for one Participant ID.

Example scopes

Scenario Example Result
No scope A participant has PQD_BPQD and Returns a token containing all the scopes associated with the
provided FCTRL_FCTRL client_id

No scope is provided when calling
the OAuth token endpoint

Specific scope: PQD_BPQD FCTRL_FCTRL Returns a token with matching scopes for all Participant IDs
scopes across two Participant IDs Scope: PQD_BPQD | ParticipantiD1|RUCD
provided

FCTRL_FCTRL|ParticipantiD1|RUCD
PQD_BPQD|ParticipantlD2|RUCD
FCTRL_FCTRL|ParticipantID2 | RUCD

Permission scope: PQD_BPQD Returns a token with PQD_BPQD scope with read only permission.

f BPQD API POST j . GET Il
enforcement The Participant User has the Ql OST requests are rejected. GET requests are allowed

PQD_BPQD entity assigned with

. Scope: PQD_BPQD | ParticipantID|R
read only permission
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5.1.3 Obtain an OAuth token

Obtain an OAuth 2.0 access token by calling the OAuth token endpoint POST /oauth/v1/token and
providing the following details in the request.

Type Property Description

Request Content-Type: application/x-  Specifies the request body content encoding
header www-form-urlencoded

Body client_id URM username

parameter

Body client_secret URM password

parameter

Body grant_type Must be client_credentials

parameter

Body scope Optional. A space-separated list of scopes. For help, see OAuth scopes
parameter

Example request:

POST /oauth/vl/token
Content-Type: application/x-www-form-urlencoded

client id=idx service user
&client secret=***xx*xxx

&grant type=client credentials
&scope=PQD_BPQD FCTRL_FCTRL

A successful request returns a token with a 1-hour expiry and resolved scopes.
Example 200 response:
value:
access token: eyJhbGciOlJSYzIINiIsInR5cCI6IkdXVCJ9. ..
token type: Bearer
expires in: 3600

scope: PQD BPQD|ParticipantID|RUCD FCTRL FCTRL|ParticipantID|RUCD

You include the token in the Authorization header for an API request.
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Authorization: Bearer <access_ token>

5.2 Event Notification API

The Event Notification APl is a WebSocket event-driven API providing a persistent, bi-directional
connection between AEMOQ’s Industry Data Exchange (IDX) platform and participant systems.

The API enables near real-time delivery of notifications to participants when:
¢ A message becomes available for retrieval.
e Flow-control conditions change.

Participants must subscribe to the relevant business function events before establishing a WebSocket
connection to IDX. Once a connection is established, AEMO pushes notifications to participants over
the WebSocket connection.

Each event includes metadata such as event type, priority, and message context, allowing participants
to determine follow-up actions.

5.2.1 APl gateway

Participants can connect to the AEMO API Gateway through MarketNet.

All communications between AEMO’s API gateway and participants’ gateways use HTTPS for REST APIs
and WSS for WebSocket connections. AEMO APIs do not support HTTP.

5.2.2 Authentication

The API uses OAuth 2.0 tokens with the client credentials grant type. A bearer token must be supplied
for the initial WebSocket connection.

Authorization: Bearer <token>

See OAuth 2.0 authentication.

5.2.3 AsyncAPI specification

Download the AsyncAPI specification.
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5.2.4 Connection lifecycle

The Event Notification APl implements a RFC 6455 standard WebSocket keep-alive mechanism using
Ping and Pong control frames. IDX sends periodic ping frames, and participants must respond with
pong frames to keep the connection active. If no ping pong activity occurs for 3 hours, IDX closes the
connection.

A WebSocket connection is maintained for up to 24 hours. After this period, participants must obtain a
new OAuth 2.0 access token and establish a new WebSocket connection.

5.2.5 |Initiate a WebSocket connection
A WebSocket client initiates a WebSocket connection to the Event Notification APl using the wss

endpoint, providing the OAuth token in the Authorization request header during the WebSocket
handshake and specifying the idxevents.v1 subprotocol.

5.2.6 Endpoints

Environment Protocol Host Path
Pre-production wss apis.nem.preprod.marketnet.net.au /events
Production wss apis.nem.marketnet.net.au /events

5.2.7 Error codes

Refer to the Events Notification APl Reference.

Res c Notification ApL fication.

5.2.8 Event subscription

Participants must subscribe to the required event types to receive WebSocket event notifications.
Business function events and flow control events are managed as separate subscriptions and must be
requested independently.

To subscribe, submit an AEMO Support Hub request specifying the event type to be enabled (for
example, Power Quality Data business function events or flow control events), along with your
Participant ID and URM account username. AEMO will confirm subscription to receive event
notifications.
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5.2.9 Prerequisites

To access the API, you must have:

o Aregistered URM account.

e The Event Notification API entity and relevant business function entities assigned by your
Participant Administrator.

e Avalid OAuth 2.0 access token using the client credentials grant.

e Subscribe to relevant business function or flow control events. See Event subscription.

5.2.10 Rate limiting

The Event Notification APl applies rate limiting to connections and message flow to protect system
stability.

The API has a limit of 5 connections per Participant ID. If the limit is exceeded, an event message is sent

with Connection Requests Exceeded - You have exceeded the number of connections allowed for
WebSockets. Please end other sessions before making new connections.

5.2.11 Response codes

Refer to the Events Notification APl Reference.Events-Neotification-AsyncAPl-specification:

5.2.12 Retry mechanism

The Event Notification APl supports a retry mechanism for message event notifications delivered by
WebSockets so participants can receive notifications if delivery is not successfully completed. The retry
mechanism does not apply to Flow Control event notifications.

A message event notification is sent to a Participant. If an acknowledgement is not received within 5
minutes, the event notification is updated to an event retry status.

An acknowledgement is a protocol-level event acknowledgement as defined in the Event Notification
AsyncAPI specification.

IDX maintains a list of pending events requiring delivery. The retry scheduler resends eligible events in
the event retry status every 5 minutes. After 3 failed delivery retries, the event status is set to expired.

Expired events are not retried further. Participants are expected to reconcile missed message
availability events via the relevant Business Function API.
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5.2.13 Userrights access

Your Participant Administrator provides access to the API using the entity EVENT_NOTIFY. For more
information, see Guide to User Rights Management.
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5.3 RESTAPIs

Details

Flow Control API Business Function Information Transaction Log API Archive API
API

About

Monitors and controls message Gets business function and busin ~ Gets message and transaction Gets an archived message or a list
delivery across B2B business ess function resource metadata logs associated with your of archived messages in your
functions on IDX. It provides: Participant ID outbound archive

- Visibility into the flow
control status for
subscribed business
functions

- Control to stop or resume
outbound delivery of a
business function to your
queue (once per day)

- Insight of other
Participants’ flow-control
status

API gateway

Participants can connect to the AEMO API Gateway through MarketNet.

All communications between AEMO’s APl Gateway and participants’ gateways use HTTPS. AEMO APIs do not support HTTP.

Authentication

OAuth 2.0 with the client credentials grant type. A bearer token is returned and used to authenticate API requests. See OAuth 2.0
authentication

Compression

For details, see the Industry Data Exchange Platform Standard

OpenAPI
specifications

See Flow Control OpenAPI See Business Function See Transaction Log OpenAPI See Archive OpenAPI
Specification Information OpenAPI Specification Specification
Specification
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Details Flow Control API Business Function Information Transaction Log API Archive API
API
Pagination Cursor-based pagination is supported for GET requests

Payload format

JSON

Payload limit

10 MB uncompressed n/a n/a n/a

Prerequisites

To connect to the IDX Hub, participants need:

- AParticipant ID. If your company is a Registered Participant, it is set up during the registration process.

- Auser ID and password with user access rights provided by your company's Participant Administrator.

- Access to MarketNet. For details about MarketNet, see Guide to Information Systems.

- Primary and secondary AEMO-signed TLS certificates for MTLS authentication. For help, see TLS Certificate Management.
- An AEMO certificate authority trusted by your systems. See IDX hub signing certificates

- Your IP address range allow listed by AEMO.

- The appropriate IDX URM entities assigned to the Participant User. See User Rights Management.

Rate limiting

See Flow Control OpenAPI See Business Function See Transaction Log OpenAPI See Archive OpenAPI
Specification Information OpenAPI Specification Specification
Specification

User rights access

See Access

Validation

Validation is only applied to HTTP headers, query, and path parameters in the request
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6 IDX Web Interfaces

Industry Data Exchange (IDX) provides web interfaces within the Markets Portal to monitor,
troubleshoot, and manage B2B and B2M transactions.

The following set of interfaces are available for this release:
e Transaction Log
e Outbound Archive
e Flow Control

e Participant Status

6.1 Userrights access

Your Participant Administrator manages access to the interfaces by assigning the following entities in
the Markets Portal menu Administration > Maintain Rights. For help, see User Rights Management in
Markets Portal Help.

Interface Entity

Transaction Log TRANSLOG_TRANSLOG

Outbound Archive ARCH_RETRIEVE

Flow Control FCTRL_FCTRL

Participant Status  FCTRL_STATUS

6.2 Data exchange

The Data Exchange menu includes interfaces for viewing and managing messages:

e Transaction log
e Qutbound archive

e Hub Queue - This interface will be available in a subsequent release.
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Data Exchange

Transaction log  Outbound archive Hub queue

Market * Business function Market sagment Resource.

Messaga type Message context D
Select Selec [ s o |[ et
Power qualty data (PQD)
Addttional feld
Direction From participant ID Topartiipant ID Messago ID Messago status Tiansaction ID Transaction status
Inbound Oubound | Select Select 2 Sele
Completed Completed
Timestamp ’ | ’ u
From date From time Todate To time Delrery pending Delvery Pencing

Reset 1o defaut - Advanced search | Search

6.2.1 Transaction log

The Transaction Log interface displays message activity across IDX business functions. .

Participants can search for messages, download search results as a csv file, view related records for
request—response or fan-out messages, track message statuses, and download message payloads.

Data Exchange

Transactionlog  Outbound archive  Hub queue

Mrket * Business function Market sagment Resource Message type Massage context ID

Select o || Powsr qualiy dara ) v |[ see c v ner © Advenced search | Search

Your search (Pomer qualty data PG | (Partipart 1

Transaction data & Downlaad cav file
Message context (0 1l Message ID 14 From participant 10 1L | To participant (D L Transactions 1L = Business function Tl Resource 11 Message timestamp 1| Message status.
e — [— = Powor ualty dofa PQDI  Basic power ol it BPOD) | 245025 059000 Carpleind
190690890, MS001234745434768798367.. Participant 1 Participant 2 12 Power quality data (PQD) Basic power quality data (BPOD]  24/05/2025 05:30:00 Completed
16324, MSOD1234235839090864325..  Participant 1 Participant 3 1 Powor qualty data {PQD)  Basic power quality data (BPQID) 2410572025 05:30:00 Defivery perding
479563, MSOD1Z34124589456769443.  Porticpant 1 Partcipant 3 100 Power quality data{PQD)  Basic power quality data (BPQD)  24/05/2025 05:30:00 Dourload
MS001296786800890690890. MS001234745434768798367. Participant 1 Participant 4 2 Power quality data (PQD) Basic power quality data (BPQD)  24/05/2025 05:30:00 -
MS0012767888215467 18324, MSOD1234235839090864325. . Participant 1 Participant 4 1n Power quality data{PQD)  Basic power quality data (BPQD]  24/05/2025 05:30:00 Completed
MS001234324567894789563...  MSO01234124589456789443. Participant 1 Participant 5 2 Power quality data (PQD) Basic power quality data (BPQD)  24/05/2025 05:30:00 Completed
Transaction log fields
Column name Description
Message context ID A unique identifier for the message, grouping related B2B transactions under a single parent
message.
Message ID Unique message identifier assigned to each message by the sender

From participant ID The participant ID initiating or sending the message

To participant ID The participant ID receiving the message
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Column name Description

Transactions The number of B2B transactions contained within the message

Business function The market business function the message belongs to, for example, Power Quality Data (PQD)
Resource The specific IDX API resource or transaction type, for example, Basic Power Quality Data (BPQD)

Message timestamp The date and time the message is created

Message status The message status. The status options available depends on the business function’s data
exchange pattern. See Message status table

Table 1 Message status

Message status Description Message exchange pattern
Delivery pending - Message persisted - Fire and Forget

- Message persisted but awaiting acknowledgment - Asynchronous
Completed Outbound message is delivered and deleted from the - Fireand Forget

outbound queue by the receiving Participant - Asynchronous

- Fire and Forget

Removed Message is not deleted by the receiving participant and

exceeds the business function’s time to live (TTL) - Asynchronous
Acknowledged Acknowledgement received Asynchronous
Rejected Message acknowledgment is rejected Asynchronous

6.2.2 Outbound archive

The Outbound Archive interface displays messages moved from the outbound queue after the Time to
Live (TTL) period for the business function or business function resource. The system retains archived
messages for the business function’s archive duration before permanently deleting them.

The interface provides search filters, archive-specific metadata, and access to archived message
payloads.
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Use the Business Function Information API to view the business function TTL and archive duration.

Data Exchange
Transaction log  Outbound archive  Hub queue
Makes® Bueiness funcion Market sogmt — P— Mescage content 0
e myrem——

Your search | Power sty i IPOD) | Parsicparn 1

Archived data 4, Do e e
Message comtext 1D T Mesage D Tl From particpentiD T, ToparticipantiD 7L Tramsactions T)  Business function 1 Resource T Mesiage timestamy: 1L Mesage stans
MS001734654862356769835, . Paricipant Pamicpant 2 = Pomer qualiy data POD]  Basic power quality data BPOD] 2410572025 05:36:00
MS001Z37ASA34THRIRESET. .. Participard 1 Panicpars 2 1 Powes qualily data PO Basic power quality data (BPOD] osan0
21S4TTHIIL. MSO0IZIAZISEIN0MEEAZS  Paricipane Fanicpant 3 1 Pomer qualty dsta POD]  Basic power quality data (BPQ0) 25 053000 -

MS001ZMIZSERETENAS. . Participant Pasicpans 3 10 Powes qualily data PO Basic power quality data (BPQD] 240872028 0530:00 &
MS001234745034768798367_ Paricipara 1 Panicpant 4 = Pomer qualiy dsta POD]  Basic power quality dats (BPO0) 053000
MS001ZMZISEIN0RIBGANZS_  Particioent 1 Faricpant 4 2 Power qualily data PQD]  Basic power qualty dsts (BPQD] 240572025 0530:00
MS001234124589466789423 Parsicipare Panicpant 5 12 Power quality data (POD]  Basic power quality dars (BPOD] 2410572025 053000
MS001Z3474S434TRIREIT...  Participant Panicpant & w Power qualiy data PO Basic power qualiy data (BPQD] 240872028 0530:00 &

54 MS001234235030090864325._ Parsicipara 1 Panicpant 6 £ Pomer qualiy data O] Basic power quality dats (BRQD) 053000 &
MS001Z3124567454789443. . Participant Panicpant & w Power qually data PO Basic power quality daia (BPQD] 240572025 053000 &
MS001234245630090864325. Parsicipare 1 Pamicpant 7 £ Power qualiy dsta POD]  Basic power quality dta (BPQD]  24/0572025 05:30:00

9:

Section

Element / Field

Description

Search panel

Date Range (From / To)

Mandatory fields used to limit the archive search to specific dates.

From Participant (optional)

Allows filtering by sending participant.

To Participant (optional)

Allows filtering by receiving participant.

Business Function

Filters archive results by IDX business function (e.g., BPQD).

Message Context ID /
Message ID

Optional filters to refine to a specific archived message.

Search / Clear buttons

Executes the search or resets search criteria.

Archive data
columns

Message Context ID

Displays the unique context grouping related archived messages.

Message ID

Identifies the specific archived message.

From / To Participant IDs

Sender and receiver identifiers for the archived message

Transactions

The number of transactions in the message

Business function

The Business Function the original outbound message was
processed

Message timestamp

The date and time the outbound message created

Message status

Archived message status, for example, Completed or Archived
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Section Element / Field Description
Download availability Indicates whether the archived item can be downloaded based on
indicator retention rules. If highlighted, the archived payload can be
downloaded.
Actions Download CSV Exports the listed archived messages as a csv file
Pagination Controls Allows navigation through multi-page archive results (max limits
enforced).

Searching archived messages

To search archived messages:

1. Inthe Markets Portal, navigate to Industry Data Exchange > Data Exchange and select the
Outbound Archive interface.

2. Inthe search panel, select the Market (mandatory) and optional fields to filter the search. Click
Advanced Search for additional search filter criteria.

Data Exchange
Tramsaction log Outbound archive  Hub queve
e a— [reT— [— Mevage e [re——1
e
P ————
Acknansd i
o From pancpr © o puscpsmt 0 [r— — Tansscton D Taeasction st
Competed -
Timestams.
Deinary padiog Delery Penciog

Froes date Fonting Toduts Tt

o dodiat Hide sdrunced march | e

Message context 1D 1) Message 1D T Frompsicest I 1 Topartcpantl® 11 Tanaciors T4 Businesfuncion 1 Resoure

3. Click Search to retrieve archive messages.

Data Exchange

Transaction log  Outbound archive  Hub queue

Markae ™ Business function Market zagment Resoure. Message ype Message context D

NEM ~ advanced soorch || Sassch

Yoursearch | Pawor qunity data (PQD) | | Parsicipant |

Archived data &, Downioad cov fle

Message context 10 1l T4 Fromparticipant 1D 1| Toparticipant!D T, Tramsactions 1|  Business function T Resource 1 Mesage timestamp 1) Message status

MSD01234454B64356709076...  Participant | Partipant 2 o Power qualiy data (PQD)  Basic power quakly data (BPQD]  24/05/2025 05:30:00

MS0O12M745434768798367,..  Pariipant | Partipant 2 2 Pewer gui Basic powr 240572025 053000
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4. If the Download indicator is available, click the download action to download the payload as a
file.

5. Click Download csv file to export search results as a csv file.

Viewing message transactions

Transaction details in a message can be viewed by clicking on the Message Context ID for the listed
message. For more information, see View message.

6.2.3 Search transactions

The Transaction Log and Outbound Archive web interfaces provide search criteria to filter and locate
specific messages across all business functions.

Data Exchange

Transaction log  Outbound archive  Hub queve

Market Business function Markst segmant Resource Mossags tpe Massage contest I
HEM  Advonced soch | Sosth

Clicking the Advanced Search to displays the advanced search panel.

Data Exchange

Tramaction log

[Sp——"—

Compirimdt Complewed

PPRIoT—

Direction search filter

The Direction filter in the Advanced Search panel controls how transactions are searched relative to the
Participant ID logged in the Markets Portal.
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Transaction log  Outbound archiva  Hub quaus
Market Business function Macket sagment
Power quality data (POD)

Additional fiald

Directian From participant 1D To participant I
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Resource Message type
Massage ID Message status
Congleted

Timestamp

From date Eroem time To date

The Direction setting determines:

Defvary pondin
To time. ¥ penng

e the participant role as either the sender or receiver

e which participant ID field is fixed and which remains selectable

Message context ID

Trarsaction ID Transaction status

Complatod

Delivery Pending

Hide acvirind ovinch | | Semrce

Direction Description

Participant field behaviour

Search result

No direction = Default state

From Participant ID and To Participant
fields shows the full list of available

Provides broader searching

selected > where direction is not
participant IDs required
- Direction-based entitlement
constraints are not applied
Inbound Transactions received by ~ ~ From par'ticipant ID field is . Only inbound messages
the participant ID autqmatlcally set to the main addressed to the logged-in
participant participant ID are returned
- To participant ID displays a dropdown
list of all associated or available
Participant IDs
Outbound Transactions sent by the - From Participant field displays the list Only outbound messages

participant ID

of available associated or available
Participant IDs

To Participant field is set to the
Participant ID

originating from the logged-in
participant ID are returned

6.2.4 View transactions

Transaction details in a message can be viewed by clicking on the Message Context ID for the listed
message. For more information, see View message.
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6.2.5 View message

The View Message interface—available in the Outbound Archive and Transaction Log interfaces—
displays a message’s metadata, delivery timeline, and all associated transactions. You can view
message details, review message status, or export a list of message transactions.

The View Message interface is accessed by clicking on the message’s Message Context ID in the

Transaction Log interface and Outbound Archive interface.

View Message

MS00129678882110222988
81551800210010

Message timeline

Transaction ID

TIDDO012345666545765467545678733

TIDD0012345643322523456 787656787

TNDO012345687653543879765432345

TIDD0012345643322523456787656787

TRDO012345687653563879765432345

TIDD0012345643322523456 787656787

TID0O123456876535638797654323468

TIDDO01 234564 33225234 56787656787

TNDOO12345687653543879765432345

TIDD0012345643322523456 787656787

MS00129678882110222988

Participant 1 Participant 2 power quality data (PQD) Medium 24-05-2025 05:30
8151800243288
Delivery pending Complated
22-05-2025 05:30:00 24.05-2025 05-30:00
Search Viewpaylosd 4, Downlosd cov fie
Resource Initiating transaction ID Status
Basic power quality data (BPQD) ABCI123450087987666
Basic power quality data (BPQD) ABCI123458845676865
Basic power quality data (BPQD) ABCI1 2345004568765

Basic power quality data (BPQD)
Basic power quality data (BPQD)
Basic power quality data (BPQD)
Basic power quality data (BPOD)
Basic power quality data (BPOD)
Basic power guality data (BPQD)

Basic power quality data (BPQD)

NEM

ABCI123458823457775
ABCI123450023245546
ABCIN23458867455654 —plete
ABCI123450056767987
ABCI123458845676543 pete
ABCI123450045676565

ABCI123458845476865 et

Section

Element / Field

Description

Message metadata panel

Message context ID

Unique message identifier

Message ID

Identifier for this specific message instance

From participant

Sender participant ID

To participant

Receiver participant ID

Market

Market classification

Business function

The IDX business function, for example, power quality data
(PQD)

Priority

Message priority level
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Section Element / Field Description
Message timestamp Date and time when message was created

Message timeline Message status Displays the message status and when it occurred
Timestamps Shows when each stage occurred

Transaction details Search by transaction ID Text field for filtering the transaction list by ID

section
Search by status Dropdown list to filter by transaction status (e.g., Completed,

Failed, or Removed).

Search button Executes filtering
Transaction table Transaction ID The unique ID for each transaction within the message
columns

Resource The data resource within in the business function

Initiating transaction ID The transaction ID when the message is sent

Status The status of each transaction. See Table 4 Transaction status
Actions View payload Opens the payload for a selected transaction

Download CSV file Exports the transaction table as a CSV

Table 2 Transaction status

Transaction status  Description Message exchange pattern

Delivery pending ~ Message transaction persisted but awaiting - Fireand Forget

acknowledgment - Asynchronous
Completed Outbound message transaction successfully delivered - Fireand Forget
- Asynchronous
Removed Message transaction not deleted by receiving - Fireand Forget
participant and exceeds the business function time to - Asynchronous
live (TTL)

View message details

To view message details:

1. On the main menu, click Data Exchange, then click the Transaction Log tab.

2. Click on the Message Context ID for the listed message. The View Message interface is
displayed.
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3. Filter transactions by completing the Search by transaction ID and Search by status, then click
Search.

Download the list of message transactions

In the View Message interface, you can download a list of transaction metadata in the message by
clicking the Download csv file. It will download the first 100 transaction records. To download
additional records, select the page with the transaction and select Download csv file again.

< View Message

MS00129478882110222988 MS00129678882110222988 Participant 1

81551800210010 81551800243288
Message timeline
Delivery pending Completed
22-05-2025 05:30:00 24052025 05:30:00
Transaction details
Soarch @ View payload & Download csv filo

Transaction ID Resource Initiating transaction ID Status
TIDDO012345666545765467545678733 Basic power quality data (BPQD) ABCI123450087987666 Completsd
TIDDO012345643322523456787 656787 Basic power quality data (BPQD) ABCI123458845676865 Completed
TRDOO12345687653563879765432345 Basic power quality data (BPQD) ABCI123450045687455 Completed
TIDD0012345643322523456787 656787 Basic power quality data (BPQD) ABCI123458823457775 Completed

View and download message payload

A message payload containing transaction details can be viewed. In the Transaction Log interface, it is
available when the message status is Delivered or Completed.

The message can be downloaded as a zip file containing the Json payload and non-repudiation
signature. In the Transaction Log interface, it is not available to download when the message status is
Delivery Pending. However, it is available in the Outbound Archive > View Message interface.

To view and download the message payload:

1. View message details.
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2. Click View payload. The payload is displayed in a pop-up window.

= View Message

Message context 10

. o - - ¢ - sction Priority
MS001296788821102 ality data (PQD) Medium
81551800210010 Faylosd X
{
Message timeline "header": {

"From": "NEMMCO",

To": "ACESGA”,

MessagelD": "B2BMI743395868121000
"MessageDate"; "2025-03-31T14:37:48.0+10:00",
TransactionGroup": "SITE",

Transaction details "Priority”; "Medium",
"Market": "NEM"
Search by transact 7 @ View payload
Transaction": {
TIDD0012345666% ‘SiteAccessRequest": { ) Comg.
NMI": "6203099001",
TIDD00123456433 Reason": "No Hazard Details on fle for NMI", { Cid
‘SpecialNotes”; {
]
TND00123456876! PomwontLine®i [ i Comg
| Mef', - |
TIDD0012345643% Download ﬂ i Ko
TINDO0123456876! ' Comg.

3. Click Download to download a zip file containing the payload file and non-repudiation signature
file.

6.3 Flow control

The Flow Control interface provides real-time visibility of message queue status across IDX business
functions and manages outbound message flow using configured watermark thresholds. It alerts
participants when queue limits are approaching, automatically stops message delivery when thresholds
are breached, and shows the message status.

The Flow Control API provides the same functionality for programmatic monitoring and integration in
participants’ systems.

Flow Control

Market Business function Market segment
NEM
Business function Stopped reason
Pawer quality data {PQD) - - ) Running

The interface includes a search filter to view business functions by market, business function, and
segment.
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6.3.1 Understanding flow control

Flow Control in IDX manages message delivery by monitoring message queue limits defined by
watermark levels. These limits are defined for each business function and determine whether
participants are warned about delays or are stopped from sending files.

The watermark levels are defined for each business function. The total message count for all resources
in a business function determines the queue's overall message count.

There are three watermark levels based on the number of unacknowledged or unretrieved messages in
a participant’s queue, as described in the following table.

Watermark Inbound message Outbound message

Low Inbound message acknowledgement flow is Inbound message flow is operational. When the
operational. The Participant’s outbound queueis  participant retrieves enough messages so the
approaching the low watermark for pending message count drops below the low watermark,
acknowledgement messages message flow restarts

Warn The warning indicates that the participant is The warning indicates that the participant is
delayed in processing message delayed in retrieving messages and may soon reach
acknowledgements and may soon reach a stop a stop threshold
threshold

High The number of message acknowledgementsina  The number of unretrieved messages has exceeded

Participant’s outbound queue has exceeded the the high threshold and the message flow is stopped
high threshold and the message flow is stopped

6.3.2 Flow control fields

Column name Description

Business function Lists the Business Functions. For this IDX Release Wednesday 19 August 2026 (TBC), only
Power Quality Data (PQD) will be listed

Pending ack Shows the number of pending acknowledgements for messages. Values are colour-coded
according to watermark level. Clicking the information tooltip displays watermark details.

Pending messages

150

0 Low 120wem [ 200 High

50 o e
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Column name

Description

Inbound status

Indicates the status of messages to be acknowledged:

- Running — Inbound flow is operational.
- Stopped —Inbound flow is stopped.

This is only applicable for business functions using an async data exchange pattern. This is
not applicable for Basic Power Quality Data (BPQD) using the Fire and Forget data
exchange pattern.

Pending messages

Displays the count of messages to be acknowledged. Higher numbers can indicate
congestion.

Outbound status

The outbound message delivery status is one of:

- Running — Outbound message delivery is operational.

- Warned - Outbound message delivery is operational. However, flow-control
threshold is approaching the configured limit. Indicates an elevated risk of outbound
delivery stopping if message volumes are not reduced or pending messages are not
processed in a timely manner.

- Manually stopped — Outbound message delivery is suspended because of manual
intervention. See Managing outbound delivery

- Stopped - Outbound message delivery is suspended due to flow control thresholds
being exceeded. No new outbound messages are delivered to the participant until
the stopped condition is cleared.

Outbound delivery

A switch to manually enable or disable outbound message delivery.

Stopped reason

The reason for inbound messages being stopped, such as:

- Stopped due to exceeding high watermark threshold reached.
- Inbox requests stopped due to high unprocessed acknowledgements.
- Stopped by participant — manual intervention.

6.3.3 Filter messages

To filter messages:

1. Navigate to Industry Data Exchange > Flow Control.

2. Use the filter options at the top of the interface to filter messages:
- Market: Select the relevant market. For example, NEM.
- Business function: Select the function to monitor. For example, Power Quality Data (PQD)

- Market segment: Select a market if required.

6.3.4 Manage outbound delivery

The Outbound delivery switch allows you to temporarily stop or resume the delivery of outbound files

for a business function.
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Flow Control

Market Business function Market segment

Pawer quality data (PQD) - - o ped Stopped by participant

While watermark-based flow control can automatically stop message delivery when the high
watermark threshold occurs, the Outbound delivery switch provides manual control.

Typically, participants pause message delivery when:

e Performing system maintenance or deployments.
e |nvestigating processing issues.
e Processing a message backlog and preventing new files from arriving.

To stop outbound delivery:

1. In the business function row, switch Outbound delivery switch to Off.

2. Confirm enabling outbound delivery.
- I
| This action blocks inbound messages from other participants
|| toyour Participant ID. Do you want to continue?

No Yes

Running 200 @ Stopped
3. Resolve any operational activities before re-enabling delivery.

To resume outbound delivery:

1. Ensure any flow control warnings or stop conditions are cleared.

2. Switch the Outbound delivery switch to On.
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The Participant Status web interface displays the current message flow status for IDX business

Public

Confirm enabling outbound delivery.

S s
This action resumes outbound message delivery for this
transaction. Participants can also send outbound messages to

<

Abount  your Participant ID. De you want to continue? Outbound del
&
| e
1 No Yes
Runh,
Running 56 O© Running ‘)

Monitor the pending messages and acknowledgements.

Participant status

functions. It shows when message delivery to or from a Participant is in a Warned or Stopped state due

to flow control conditions. Business function message flowsin a Low watermark state are not shown.

The interface is informational only. The Flow Control web interface enables modification of a

Participant’s flow control conditions.

6.4.1

The Participant Status interface is a tabular view of participants and their associated business

Overview

functions.
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Participant Status

Participant 1D ()

Search

Participant D (@) Businass functions exceeding watermark @) status @) P

FIRSNG e 0 10 & Warmed @ 4 Stopped View details ~

Message coun

Power quality data FIRSNG outbound messages is at the
Warn 24/05/202" R FIRSMN
PaD) 60 05/2025 05:30:00 vorn wtormark threshold educe messages to FIRSNG

FIRSNG has too many Do not send messages to FIRSNG until message

Service orders (SORD) Stopped 90 24/05/2025 05:30:00 volume is reduced. Sending messages to
unacknowledged files "
FIRSNG results in message rejection
De not send messages to FIRSNG until the
Notified parties (NPNX)  Siopped 50 24/05/2025 05:30:00 c’“““:"d '“”‘:3?‘ otheARSNG | ool stop s removed, Sending messages o
manually stoppe FIRSNG results in message rejection
Remote services (MRS arnec 49 24/05/2025 05:30:00 FIRSNG outbound messages s atthe gy o mossages to FIRSNG
warn watermark threshold
Do not send messages to FIRSNG until message
Peer-to-peer (PTPE) Stopped 40 24/05/2025 05:30:00 FIRSNG has too many volume is reduced. Sending messages to
unacknowledged files * "
FIRSNG results in message rejection
. 2 5 o»
ACEREZ 4 2 Warmed @ 2 Stopped View details
ACLESGA 7 0 Wamed @ 7 Stopped View details v
Field Description
1 Participant ID search field Filter view by Participant ID
2 Participant ID Participant ID
3 Business functions exceeding ~ The number of business functions exceeding the high watermark for the
watermark Participant ID
4 Status The status for each participant and business function is derived from Flow
Control queue thresholds defined for each business function. The statuses
are:

- Normal: Message flow is operating within the business function message
threshold

- Warned: Message queue levels have reached a warning threshold.
Message delivery continues but requires monitoring

- Stopped: Message delivery is stopped due to a message queue
exceeding the high watermark threshold or a participant-initiated stop

5 View details Drop down displaying additional status information for the participant and
associated business functions and resources

6 View details > Select business ~ Drop down filter to display selected business function
function
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Field Description
7 View details > Select status Drop down filter to display business functions by status
8 View details > Business The IDX business function associated with the Participant. Each row
function represents one business function
9 View details > Status The current message-flow status for the participant and business function.
Indicates whether message delivery is:
- Warned - approaching a flow-control limit
- Stopped - message delivery halted
10 View details > Message count ~ The number of outbound messages queued or unacknowledged for the
participant and business function
11 View details > Exceeded The date and time when the business function first exceeded the
timestamp flow-control threshold or was stopped.
12 View details > Cause A system-generated description explaining why the status was applied
13 View details > Suggested Guidance recommending the operational response
action
6.4.2 Filter participant status

The Participant Status view can be filtered by Participant ID.

To filter by Participant ID:
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Navigate to Industry Data Exchange > Participant Status.

In the Participant ID dropdown, select the Participant ID and click Search.

Participant Status

Participant ID

Search

FIRSNG
ACEREZ
ACLESGA
CATACT
ARMOURE

QLDRSO

ARMOURE

QLDRSO

NRSO

Business function exceeding watermark Status

10 6 Wamed @4 Stopped View details
4 2 Wamed @ 2 Stopped View details
7 0 Wamed @7 Stopped View details
[ 2 | @6 Stopped View details
10 & Warned @4 Stopped View details
4 0 | ®4 Stopped View details
10 5 i @5 ped View details

A Participant’s message-flow status across IDX business functions is displayed.

Public



< Participant Details

Participant ID
FIRSNG

Business function T|

Power quality data
(PQD)

Service orders (SORD)

Notified parties
(NPRX)

Remote services
(MRSR)

Peer-to-peer (PTPE)

Other markets
(HSMD, FLTS etc)

One way notifications

(OWNP &OWNX)

Business functions exceeding watermark

10

Status

Warned

Stopped

Stepped

Warned

Stepped

Stopped

Stopped

Message count

&0

69

Public

Status
6 Warned W 4 Stoppad

Exceeded timestamp T

24/05/2025

23/05/2025

22/05/2025

21/05/2025

20/05/2025

19/05/2025

18/05/2025
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05:30:00
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Cause

FIRSNG outbound messages is at the warn
watermark threshold

FIRSNG has too many unacknowledged files

Qutbound messages to the FIRSNG manually
stapped

FIRSNG autbound messages is at the warn
watermark threshold

FIRSNG has toe many unacknowledged files

FIRSNG has toa many unacknowledged files

Outbound messages ta the FIRSNG manually
stapped

Suggested action

Reduce messages to FIRSNG

Do not send messages to FIRSNG until message
wolume is reduced. Sending messages to FIRSNG
results in message rejection

Do not send messages to FIRSNG until the manual
stop is removed. Sending messages to FIRSNG
results in message rejection

Reduce messages 1o FIRSNG

Do not send messages to FIRSNG until message
wvolume is reduced. Sending messages to FIRSNG
results in message rejection

Do not send messages to FIRSNG until message
volume is reduced. Sending messages to FIRSNG
results in message rejection

Do not send messages to FIRSNG until the manual
stop is removed. Sending messages to FIRSNG
results in message rejection

20
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7 Non-Repudiation Management

IDX applies non-repudiation controls to the submission of business function messages. This ensures
messages are cryptographically verified to confirm who sent the message and the message content has
not been altered.

IDX implements non-repudiation using the following security controls:

e OAuth 2.0 authentication: OAuth 2.0 token confirms the identity of the participant system
submitting or retrieving messages.

o TLS certificates: Dual TLS certificate support to protect communications between participant
systems and IDX.

o Digital signatures: Require participants to cryptographically sign message payloads using
approved certificates, allowing IDX to verify message integrity and origin.

Non-repudiation does not apply to platform or supporting services, such as:

e Metadata or discovery endpoints.

o |DX operational services (for example, Transaction Logging or Flow Control APIs).

7.1 Managing non-repudiation TLS certificates

IDX uses AEMO-signed TLS certificates to establish mutual TLS (mTLS) connectivity and to support
non-repudiation.

Participants can create, renew, reissue, and revoke TLS certificates for both pre-production and
production environments using the TLS Certificate Management application or API.

The private key generated as part of a TLS certificate order serves two purposes:
e establishing mTLS connectivity to IDX.
o digitally signing inbound business function payloads for non-repudiation.

Each TLS certificate order is associated with a single private key. A certificate order can be reissued
multiple times (for example, during renewal), but all certificates issued under the same order continue
to use the same private key.

Participants can hold up to two active certificate orders at any time:
e one for the pre-production environment.

o one for the production environment.

© AEMO 2026 | IDX - Industry Data Exchange Platform - July 2026 PU bllC 21


http://nordewmweb1:4357/MMS/web-help/Content/IDXHub/TLS_certificates.htm
http://nordewmweb1:4357/MMS/web-help/Content/IDXHub/TLS_certificates.htm?tocpath=Industry%20Data%20Exchange%7CIDX%20Hub%7CAuthentication%20and%20Security%7C_____2
http://nordewmweb1:4357/MMS/web-help/Content/TLSCertificateManagement/TLSCertificateManagement.htm
https://dev.aemo.com.au/TLS-Certificate-Management

Public

To support non-repudiation and certificate rollover, IDX requires two active TLS certificates:
e one designated as Primary
e one designated as Secondary

Only one certificate may hold each designation at any time. Both certificates must be AEMO-signed TLS
certificates issued under the AEMO-RCA-G2 root.

7.2 Create a TLS certificate

Participants already using the TLS Certificate Management application for existing mTLS connectivity
with AEMO typically reuse an existing TLS certificate or reissue a certificate. In these scenarios,
participants reuse the existing private key, which is also used for IDX non-repudiation digital signing.
Create a new TLS certificate and private key only if an existing certificate cannot be reused or reissued.

To create a TLS Certificate:

1. Create a 2048-bit RSA private key.

Store the private key securely. It is used for creating the certificate signing request (CSR) and
signing IDX payloads.

2. Generate the certificate signing request (CSR) using the private key.

3. Obtain a TLS Certificate as described in Obtain a new certificate.

7.3 Primary and secondary TLS certificates

Participants must request AEMO to set their certificates as primary or secondary certificates.
Participants can self-manage certificate flags in a subsequent release.

7.3.1 Prerequisites

Before assigning primary and secondary flags to TLS Certificates, you need:

e Access to the Markets Portal and the TLS Certificate Management interface with the
appropriate URM permissions.

e To generate CSRs and obtain 2 AEMO-signed TLS client certificates using the TLS Certificate
Management application or TLS Certificate Management API.

Certificates are visible under the Participant’s certificate inventory in the TLS Certificate Management
application.
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7.3.2 Nominate primary and secondary TLS cerlificates

To nominate primary and secondary TLS Certificates for IDX:

1. Login to the AEMO Markets Portal using your Participant User credentials and navigate to TLS
Certificate Management.

2. Choose 2 valid AEMO-signed TLS client certificates available for IDX use in the pre-production or
production environment, where one is:

— Primary - the certificate intended for active IDX connectivity.

— Secondary - the certificate intended for contingency.

3. Submit an AEMO Support Hub request to assign Primary and Secondary TLS certificates for IDX.
Provide the following details:

— Your Participant ID.

The IDX environment (pre-production or production).
— The primary certificate common number (CN) and serial number.

— The secondary certificate CN and serial number.

7.4 Digital signature

The Industry Data Exchange (IDX) platform uses digital signatures to provide non-repudiation, message
integrity, and sender authenticity for IDX data payloads.

Digital message signing applies to all IDX business functions and business function resources at the
payload level, regardless of payload format or message exchange pattern.

IDX implements a dual-party signing model:

o Participants must digitally sign all inbound payloads submitted to IDX.
o |DX validates inbound signatures before accepting a payload.

o |DX signs all outbound payloads delivered to receiving participants.

7.4.1 Signature header and algorithm
Digital signatures are provided using the x-signature HTTP header in a business function or resource

payload request. IDX supports the RSA-SHA256 algorithm, and the algorithm identifier must prefix the
signature value in the header:
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<algorithm>;<base64-encoded-signature>

For example:

x-signature: RSA-SHA256;MIIGCwYJKoZIhvcNAQcCoIIGHzCCBh. ..QIDAQAB

7.4.2 Prerequisites

To digitally sign payloads, you must have:

e A 2048-bit RSA private key corresponding to your public TLS certificate.

o ATLS certificate created in the TLS Certificate Management interface designated as PRIMARY or
SECONDARY for IDX signing. See TLS Certificate Management.

e A public TLS Certificate loaded into IDX Hub as Primary or Secondary. For IDX Release 1,
certificates are loaded by AEMO via a Support Hub request.

e A payload to sign, for example, a BPQD JSON payload.

7.4.3 Inbound message signing (Participant to IDX)
When submitting a payload to IDX, the initiating Participant must:
o Digitally sign the API request payload.
e Include the digital signature in the x-signature HTTP header.
e Use a valid AEMO-issued TLS certificate designated for IDX signing.

IDX validates the signature using the PRIMARY signing certificate associated with the initiating
Participant ID before processing the request. If validation fails, IDX attempts verification using the
SECONDARY signing certificate. If signature verification fails, the request is rejected.

Participants must use the private key associated with their primary TLS certificate to minimise
verification latency.

Signing a payload

All business function APl payload submissions require a digital signature.

To digitally sign a payload file:

1. Generate a digital signature with the 2048-bit RSA private key used to create the CSR and TLS
Certificate. The signature must be generated over the entire payload body and the hash
algorithm must be SHA256. For example, using OpenSSL, a command-line cryptography tool:
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openssl dgst \
-sha256 \
-sign private key.pem \
-out signature.bin payload.json

2. Convert the binary signature to a Base64-encoded string. For example, using OpenSSL:

openssl base64 \
-in signature.bin \
-out signature.b64

3. Include the Base64-encoded signature in the x-signature header when submitting the payload

in the APl request. For example:

curl -X POST "https://apis.nem.marketnet.net.au/pgd/v1/bpgd" \

-H "x-initiatingParticipantId: SONRAI" *

-H "x-messageContextId: pgd~bpgd~l~sonrai~20260422111000b" ~

-H "x-signature: RSA-SHA256;MIIGCwWYJKoZIhvcNAQcCoIHzCCBh. . .QIDAQAB"
-H "Content-Encoding: gzip" *

-H "x-schemaVersion: 1.0.1" *»

-H "Content-Type: application/json" %

-H "Accept: application/json" *

-H "Authorization: Bearer e45X0JTjighfutCzXvGl051lnfkbz4FA7ndXjQpUyP90"

-d "@/C:/sonrai/idx/pgd/pgd~bpgd~1l~sonrai~20260422111000b.gz"

7.4.4 Outbound message signing (IDX to Participant)

All outbound payloads produced by IDX are digitally signed by AEMO.

Outbound messages include:

e The original payload.
o A digital signature generated by IDX.

Receiving participants are expected to validate outbound signatures using the AEMO-published IDX
signing certificates.

Verifying the payload signature

This procedure describes how a Participant checks the digital signature of a payload delivered by the
Industry Data Exchange (IDX).

1. Download the IDX Hub Public TLS Certificate. See IDX hub signing certificates.

2. Extract the public key from the TLS Certificate. For example, using OpenSSL:
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openssl x509 \
-in IDX-HUB-NonProd.cer \
-pubkey -noout \
> idx-hub-public.key

3. GET a signed payload from your queue by using either:

a. The Business Function API to retrieve the payload from your outbound queue. For
example, for Basic Power Quality Data (BPQD) using Postman:
GET /bpgd/{messageContextId}

Gt a BEOD message by MessageContextiD

b. If the message is archived, use the Archive API:
GET /retrieve/{messageContextId}

4. Save the response.

5. Inthe response, copy the x-signature header value and save it as a base64 encoded binary
file.
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6. Convert the base64 signature into a binary signature. For example, using OpenSSL:

openssl base64 -d -A \
-in signature.b64 \
-out signature.bin

7. Check the signature matches a hash of the payload using the IDX Hub public certificate key. For
example, using OpenSSL:
openssl dgst -sha256 \
- verify idx-hub-public.key \

-signature signature.bin \
payload.json

This results in either a:
e Verification Failure- the signature does not match the payload, or

o Verified OK - the signature does match the payload.

7.5 Non-repudiation certificate lifecycle management

Participants can manage their non-repudiation signing certificates without service disruption by using
their primary and secondary signing certificates.

During the 90-day certificate replacement window, participants can:

e renew an existing certificate order.
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e create new certificate re-issues under that order.
e request AEMO to set their new certificates as primary or secondary certificates.

Performing these actions during the replacement window enables certificate transitions without an
outage or disrupting message processing.

When renewing a certificate order, participants can choose to either:

e Reuse the existing private key - certificate rollover can be performed seamlessly by
promoting new certificate re-issues to primary and secondary as required

e Introduce a new private key - certificates must be rotated in a controlled, step-wise process

so IDX can continue to verify inbound message signatures throughout the transition. Not
staging the change can cause signature verification failures for business function payloads.

Renew Certificate
Order

: : IMPORTANT: When using a new private key, all
tabasaseesenianasee e et bhab et eeb bbb asaeeeebbatbesd — signed payloads with the new private key can
anly be validated with your new certificate. DX
Hub will validate the signature on both the
PRIMARY and SECONDARY certificates.
Always ensure you have at least ane signing
certificate associated with your private-key
loaded on the DX Hub.

existing
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8 FAQs

8.1 What IDX functionality is available in Release 1?

IDX Release 1 includes:
e BPQD as the Business Function Resource
e Transaction Log web interface and API
e Archive web interface and API
e Flow Control web interface and API
e Participant Status web interface
e Business Function Information API

e Event Notification API

8.2 What is Flow Control used for in IDX?

Flow Control allows participants to:

o View message queue depth and watermark status per business function.
e Manually stop or resume outbound delivery for a business function.
e View queues stopped by the participant or automatically by AEMO due to watermark breaches.

Flow control is granular per business function, unlike B2B flow control which applies across all services.

8.3 Can participants see when other participants are in breach?

Yes. The Participant Status web interface allows participants to:

e See the participants in a warning or breach state.
o |dentify the business functions affected.

e Understand suggested actions (for example, reduce message volume).
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8.4 Does IDX push breach notifications automatically?

Yes, by subscribing to Event Notification service using the WebSocket protocol. Participants can also
poll using the Flow Control API.

8.5 Will Flow Control apply to all market services from the IDX production
release date?

No. Flow Control on IDX only applies to Business Functions onboarded to IDX.

At Release 1, Flow Control applies only to Basic Power Quality Data (BPQD).

8.6 Will IDX replace FTP with a push-based delivery?

No. IDX improves delivery by being event driven. Participants must still retrieve messages using the
Business Function API. The Event Notification service, using WebSockets, will notify participants when
data is available. In future, business functions with large payloads over 10 MB will use an SFTP-based
channel.

8.7 Does the IDX Gateway software validate BPQD messages?

Yes. The rebranded AEMO Gateway software (formerly PDR Batcher and Participant Batcher) validates
BPQD messages against the BPQD schema.
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9 Implementation

TBC

9.1 Transition

TBC

9.2 Implications

To maintain systems in-line with AEMO’s market systems, participants need to:

o Review and assess the impact on their market systems with respect to the changes
implemented as part of this Release.

e Change their systems prior to the implementation of this Release.

e Schedule staff and resources to upgrade their market systems for the production
implementation of this Release.

9.3 Risks

TBC
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10 Glossary

You can find a full list of AEMO glossary terms in Industry Terminology on AEMO’s website.

Abbreviation/Term Explanation

AEST Australian Eastern Standard Time

Asynchronous An IDX message pattern where sending message returns an message acknowledgement
(MACK)

B2B Business-to-business

B2M Business-to-market

BPQD Basic Power Quality Data

Business Function

A logical grouping of related business services or sub-services

Business Function API

An API performing the Business Function or Business Function Resource data exchange

Business Function

A sub-service or component within a Business Function. In the IDX web interface, it is

Resource referred to as a Resource
CSR Certificate Signing Request
EMMS Electricity Market Management System; software, hardware, network and related

processes to implement the wholesale energy market

Event notification

Notifies participants when an outbound business transaction is ready for retrieval. The
participant listens for these notifications and retrieves the data by performing an API GET
request

Fan-out transaction

A single inbound message from a Participant is sent to multiple participants

Fire and Forget

An IDX message pattern where a participant sends a request and no business response is
required or expected

IDX

Industry Data Exchange

IDX service API

An APl managing and supporting IDX message exchange

Inbound

AEMO is the recipient of the business function. It is delivered to AEMO, either pushed by a
participant or pulled by AEMO via an APl GET request

Outbound

The Participant is the receiver of the business function. It is delivered from AEMO, whether
it is pushed by AEMO or pulled by an external party by an API GET request

Outbound queue

The queue holding messages destined for a Participant ID. This is Hub Queue interface in
IDX

MFT

Mass File Transfer
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Abbreviation/Term Explanation

NER National Electricity Rules

PQD Power Quality Data

Release IDX - Industry Data Exchange Platform - July 2026

Release Dates

Pre-production: Tuesday 26 May 2026-FB<}

Production: Wednesday 19 August 2026 (TBC)

Request-response

A message exchange pattern where a Participant sends a request, and the AEMO returns a

fransaction response containing a business outcome related to the request

Synchronous An IDX message pattern where the sender sends a message and waits until the business
response is returned

TBC To be confirmed

TTL Time to Live. It is the maximum time a message is allowed to remain in an IDX message
queue before it is automatically archived. The value is defined for each Business Function

URM User Rights Management

WebSocket A bidirectional, stateful communication protocol that can send data by reusing the

established connection channel. The connection is kept alive until terminated by either the
client or the server
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. Version history

Corrects API payload limits to 10 MB uncompressed.

Updates production release date.

Archive and Transaction Log OpenAPI specifications:

V1.03

V1.02

V1.01

— Updates to messageContextld regex to be ECMA-262 compliant.

— Updates startDateTime and endDateTime parameter descriptions.

Revises release dates

Updates Transaction Log and Outbound Archive interface information

Revises pre-production base URL in all API specifications.

Revises Flow Control API rate limit to 20 requests per businessFunctionld per participantld per
day.

Updates for IDX core platform pre-production release.

Revises pre-production release dates.

Corrects the IDX-HUB-NonProd certificate download link.

Adds information about creating and validating digital signatures for business function
payloads.
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V1.00

V0.02

Public

Adds TLS Certificate information.
Updates several values to an uppercase format in the IDX APIs.

Revises release dates.

Adds Participant Status web interface information

Adds Event Notification APl information and AsyncAPI Specification
Adds OAuth token and APl information

Adds TLS Certificate information

Adds Data Exchange user interface advanced search information

Updates OpenAPI specifications

Adds MSUG meeting FAQs
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